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GePG 
APPLICATION

Government 
Institution (SPs) 
perticipation in 

GePG

GePG Roadmap

People and Skills

DATABASE 
INFRASTRUCTURE

2017/18 2018/19 2019/20

Servers and 
Network 

Infrastructure

OracleXE OracleEnterprise Edition 

PostGressTesting 
and customization

PostgressLive

* 7 HP 380 Prolient Servers 
*OS - 3 @RedHat6.6, 4 
@Ubuntu16.04
*3 @32GB, 3@64GB and 2 
@256GB (5Prodsvrs, 2 DR srv)

2 OracleExadata
S7-2L Database Servers, with 
1T Memory

EnhancingPSP Portals

DevelopingOnline Payment 
System

TanescoModule (Green)

Interfacing  more SP &PSP into GePG

GovernmentPaymment Card

EnhanceReport Module

EnhacingBilling System

19Members

30 to 300 Members

400 to 900 Members

Over900 Members

8 Developers

1 Databse Administrators

1 Business Analyst

4 Operators

4 Help desk Officers
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The Management Committee shall be made of the following members; 

MOFP-CPAD, MOFP -DFISM, MOFP -IAG, MOFP -ACGEN, EGA, BOT, TRA, 

PO-RALG, TCRA and TR. The committee shall meet quarterly and, a s and 

when the need arises. MOFP shall lead the committee and provide 

secretarial duties to the committee.  

3.4  GePG Operation Team  

GePG Operation Team shall be comprised of Technical and Business 

experts. The Team shall be responsible for day -to-day operation s of GePG 

under supervision of MOFP. The team at MOFP shall be supported by the 

Policy Analysis Department and Financial Information Systems 

Management Department in business and technological aspects 

respectively. In order to ensure availability of the sy stem the team shall 

collaborate with eGA. Specifically, the roles of the team are;  

(i) Level 3 line of support for GePG  

(ii)  Development of GePG.  

(iii)  Deal with business aspects of GePG.  

3.5  Participation Criteria for the System  

Participation in the GePG shall be as statutorily provided under the Public 

Finance Act 2001 (as amended). However, in order for the Service Providers 

(SP) to participate in the system, the Service Provider shall meet 

�U�H�T�X�L�U�H�P�H�Q�W�V���V�H�W���R�X�W���L�Q���W�K�H���´�*�H�3�*���-�R�L�Q�L�Q�J���*�X�L�G�H�O�L�Q�H�V�����������µ���D�S�S�H�D�U�L�Q�J���D�V��

Appendix 10.1.   

3.6  Roles and Responsibilities for Parties  

GePG participants shall have the following roles and responsibilities:  

(a) Ministry of Finance and Planning (MOFP)  

(i) MOFP shall be the custodian of the system and shall be responsible 

to guarantee its security, reliability, service availability and 

sustainability.  
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(ii)  �6�K�D�O�O�� �H�Q�V�X�U�H�� �E�L�O�O�L�Q�J�� �V�\�V�W�H�P�·�V�� �V�H�F�X�U�L�W�\���� �P�D�L�Q�W�H�Q�D�Q�F�H�� reliability 

and sustainability;  

 

(iii)  Shall ensure that the interface between the billing system and 

GePG is secure and protecte d from error, fraud or sabotage;  

 
(iv) �6�K�D�O�O���I�R�U�P���´�,�Q�V�W�L�W�X�W�L�R�Q���6�\�V�W�H�P���6�X�S�S�R�U�W���7�H�D�P�µ���Z�K�L�F�K���Z�L�O�O���V�X�S�S�R�U�W��

the end users within the institution, and act  as Level 1 line of 

support for GePG system.  

 

(c) Payment Service Providers  

(i) Shall be responsible for facilitating revenue collections through 

GePG system in accordance with the agree d contract wi th MOFP;  

 

(ii)  Shall ensure that the interface between the payment system and 

GePG is secure and protected from error, fraud or sabotage.  

 

(d) e-Government Agency  

(i) Shall collaboratively work with MOFP to ensure GePG is available, 

reliable, effective, efficient by providing necessary technical 

support,  and hosting of the systems;  

 

(ii)   Provide Technical human resources for GePG system 

development activities for new functionalities and enhancement ; 

 

(iii)  Provide L3 Technical support for GePG operation (upgrading of 

GePG, resolving escalated problems from L2 and administration 

of source code) ; 
 

(iv) Research and innovation on new features and functionalities of 

GePG. 
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(e) Bank of Tanzania  

(i) Shall ensure that Payment Systems Providers facilitating 

revenue collection through  the GePG system are licensed within 

th e existing regulatory framework;  

 

(ii)  Shall act as a certificate authority for electronic transactions  in 

relation to GePG operations;  

 

(iii)  Shall provide accounts at the Bank of Tanzania for  the 

implementation of the GePG;  

 

(iv) Shall report to MOFP on weekly basis transfers of public money 

�P�D�G�H�� �I�U�R�P�� �F�R�P�P�H�U�F�L�D�O�� �E�D�Q�N�V�� �W�R�� �6�H�U�Y�L�F�H�� �3�U�R�Y�L�G�H�U�V�·�� �D�F�F�R�X�Q�W�V��

maintained at the Bank of Tanzania.  

 
 

(f) Payer  

Shall have responsibility of paying the Government dues and taxes 

by providing reliable and accurate information to the payment 

service provided as require d.  
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(v) Collaborate with EGA to integrate GePG with SPs and PSPs 

systems.  

(vi) Provision of awareness and sensitization to SPs and PSPs on 

GePG;  

(vii)  Perform GePG software and hardware enhancements based on 

the  new requirements.  

(viii)  Perform reconciliation on transactions processed in the GePG 

against PSP.  

(ix) Revenue sources registered in GePG are properly coded in line 

with Government Finance Statistics (GFS).  

(x) Payment channels for collection of revenue are available to  SPs. 

 

(b) E-Government Agency (eGA)  

eGA shall play a technical role for ensuring the system is available to users 

as expected by ensuring the following:  

(i) Installation, configuration and maintenance of GePG 

infrastructures  

(ii)  Provision of network services  

(iii)  Transac tions notification is delivered to stakeholders  

(iv) Backups are done and GePG operations can recover in case of 

disruption  

(v) Provide functioning disaster recovery facility for GePG  

(vi) Collaborate with MOFP to integrate GePG with SPs and PSPs 

systems  

(vii)  Collaborate wit h MOFP in performing GePG software and 

hardware enhancements based on the new requirements.  
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(ii)  �7�L�P�H�O�\�� �W�U�D�Q�V�I�H�U�� �R�I�� �D�O�O�� �U�H�Y�H�Q�X�H�� �F�R�O�O�H�F�W�H�G�� �W�R�� �D�S�S�U�R�S�U�L�D�W�H�� �6�3�·�V��

account maintained  at BOT as per contract with MOFP.  

(iii)  �5�H�Y�H�Q�X�H���F�R�O�O�H�F�W�H�G���L�Q���6�3�·�V���D�F�F�R�X�Q�W���Z�L�O�O���U�H�P�D�L�Q���L�Q���F�X�V�W�R�G�\���R�I���W�K�H��

PSP until transferred to BOT as per the contract.  

(iv) Collaborate with MOFP for collection account mapping.  

 

4.2  Operation Control  

4.2.1  Government Institutions joining GePG 

Institutions (SPs) eligible to join GePG shall be required to fill SPs 

registration form in Appendix 10.2.  

MOFP through GePG operation team shall determine SPs modality to join 

GePG upon fulfillment of the requirements. SPs with billing system shall b e 

provided with API to facilitate integration to GePG. Institutions that do not 

have a billing system will be temporarily joined on GePG billing module 

while advised to prepare their own billing system as a permanent solution.  

4.2.2  Institutions with Billing Sys tem  

Institutions (SPs) with own billing system shall join GePG by integrating the 

existing billing system with GePG. Prior to granting API for integration the 

billing systems shall be evaluated to establishing its capability, system 

security and preparedne ss of the institution to join GePG.  

To accomplish this MOFP shall ensure the following:  

(i) Review the request based on the GePG connection criteria ; 

(ii)  �$�S�S�U�R�Y�H���6�3�·�V���M�R�L�Q�L�Q�J���U�H�T�X�H�V�W; 

(iii)  Integrate SP billing system with GePG ; 

(iv) Complete the integration task within 30 days depending on 

requirements ; 

(v) Secure the interface between SP billing system and GePG ; 
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(ii)  Define the revenue stream and r espective prices in the GePG 

billing module by the Technical Team ; 

(iii)  Train SP users ;  

(iv) Guarantee availability, performance and maintenance of the 

GePG generic billing system in collaboration with SPs.  

 

The SP shall observe the following:  

(i) Request to join GePG by filling the SPs registration form ; 

(ii)  Provide in details all Revenue streams, prices and revenue 

estimates ; 

(iii)  Facilitate availability of infrastructure within SP environment 

for GePG operation ; 

(iv) Creation and administration of SP users ; 

(v) Prepare budget to train  institution system support team and 

users ; 

(vi) Submit SPs collection account details which include bank 

name, account name, account type and account number. In 

this aspect SPs shall open one account per currency for each 

bank that will be selected for revenue  collection ; 

(vii)  Prepare and submit to MOFP revenue sources and targets ; 

(viii)  Prepare and submit to MOFP revenue collection center ; 

(ix) Submit names of two ICT officer responsible for administration 

of GePG operations in the institution. The officers should be 

employee s of the SP.  

 

4.2.4  Operational system functionalities  

GePG operations shall be performed by MOFP and SPs based on 

responsibilities and access level.  
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4.2.7  Performing Reconciliation  

4.2.7.1  Ministry of Finance and Planning  

(i) Shall perform daily reconciliation between GePG and PSP ; 

(ii)  Shall perform weekly reconciliation between GePG and BO T; 

(iii)  Shall prepare reconciliation report.  

4.2.7.2  Service Provider  

(i) Shall perform daily reconciliation between GePG payments 

information and SP bank statements  

(ii)  Shall perform daily reconciliation between SP billing system 

and SP bank statements  

4.2.8   Sending Acknowledgeme nt for Payments  

MOFP shall ensure payments are acknowledged to SP Billing System (Via 

API) as well as Payer (Via SMS) by appending Government Receipt number 

or electronic Exchequer Receipt Voucher (e -ERV) 

4.2.8.1  System Access Control  

GePG system shall have the fo ur access levels:  

(i)  Core system administration:  

This access level shall be assigned to system development team 

and the core technical team for Level 3 support purposes, 

system upgrades or problems fixing which requires 

accessibility to source codes, da tabase or operating system 

(OS); 

 

(ii)  System Administration : 

�7�K�L�V���D�F�F�H�V�V���O�H�Y�H�O���V�K�D�O�O���K�D�Y�H���´�Z�U�L�W�H���D�X�W�K�R�U�L�W�\�µ���D�Q�G���E�H���D�V�V�L�J�Q�H�G��

�W�R�� �P�H�P�E�H�U�V�� �R�I�� �´�2�S�H�U�D�W�L�R�Q�V�� �W�H�F�K�Q�L�F�D�O�� �V�X�S�S�R�U�W�� �W�H�D�P�µ�� �Z�L�W�K�L�Q��

MOFP. MOFP shall determine inclusion of members from o ther 

institutions in this  level;  
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Decision to remove or deactivate users from the system shall be done by 

MOFP syst em administrators and SP system support team according to 

operation procedures. The decisions are based on the following factors:  

(i) Improper operations by the user which puts the system 

at risk.  

(ii)  Official request by SP to remove a user for reasons known 

by the institution concerned  

(iii)  Change of job responsibilities within MOFP or SPs  

 
 

4.2.10  Collection Account Management  

The Management of Revenue Collection Accounts for revenue shall be in the 

following manner:  

(i) Service Provider shall be able to open a collection acco unt in a 

single currency account, per Payment Service Provider. All 

internal process for opening collection accounts shall be 

according to their existing procedures. Service Provider who 

has opened collection account shall submit acc ount details to 

MOFP in  writing;  

 

(ii)  The revenue collection accounts shall be used only for the 

purposes of c ollection of Government revenue;  

 

(iii)  GePG shall have visibility on transactions between the billing 

syst em, payment system and the bank;   

(iv) Transfers of revenue from Payment Serv ice Provider to Service 

�3�U�R�Y�L�G�H�U�·�V���&�R�O�O�H�F�W�L�R�Q���$�F�F�R�X�Q�W���D�W���%�D�Q�N���R�I���7�D�Q�]�D�Q�L�D���V�K�D�O�O���I�R�O�O�R�Z��

existing policies and procedures;  

 

(v) Closure of a collection accounts shall be done by the Service 

Provider aft er obtaining approval from MOFP;  

 

(vi) Service Providers shall open collection accounts with the 

Payment Service Providers who are participating i n the GePG;  
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4.3.3  Incident Scenarios and Recommended  Action  

All technical incidents shall be reported to helpdesk / Customer Service 

Center (CSC) under MOFP. Incidents shall be documented to make easier 

reference o nce incident of the same nature occurs in the future.  

Scenario 1:  Wrong amount payment  

An error for  wrong posting of payment, which is g reater than the 

intended amount  into the SP bank account by the Cashier/Operator.  

Procedures to be taken  

PSP shall request for approval of transaction reversal from SP notifying 

MOFP on the nature of the scenario/problem supported by:  

(i) Bank Pay slip filled by the Customer(Payer)  

(ii)  Extract of Bank Statement showing the wrong entry or snap 

shot of the Bank Account En try  

 

Scenario 2: An error caused by the customer on effecting Payments 

through a MNO Payment channel.  

Procedures to be taken  

Payer shall request refund from the MNO and the same should be 

reported to specific Service Provider for notification and approval of 

refund. If claims are justifiable the customer should be refunded.  

Scenario 3: Payment done but no updates in the billing system  

Payment has been effected at the Bank but not reflected in Service 

�3�U�R�Y�L�G�H�U�·�V���%�L�O�O�L�Q�J���6�\�V�W�H�P���G�X�H���W�R���V�\�V�W�H�P���H�U�U�R�U���R�U���O�D�F�N���R�I��connection. This 

happens when transactions are successfully posted at the bank but not 

�U�H�I�O�H�F�W�H�G���L�Q���W�K�H���6�3�·�V���E�L�O�O�L�Q�J���V�\�V�W�H�P�� 

Procedures to be taken  

This has to be reported to GePG customer service center by SP level 1 

support. GePG system will keep on tryi ng, once billing system and GePG 

system shake hands, GePG will send all the transactions done when SP 

system was not reachable from GePG side.  
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(i) Handling of unresolved issues escalated from level 1 support ; 

(ii)  �(�V�F�D�O�D�W�H�� �X�Q�U�H�V�R�O�Y�H�G�� �L�V�V�X�H�V�� �W�R�� �O�H�Y�H�O�� ���� �¶�*�H�3�*�� �&�R�U�H�� �W�H�F�K�Q�L�F�D�O��
�V�X�S�S�R�U�W�·�� 

 

Level 3 GePG Core Technical Support  

This is the highest level of technical support for  the GePG system.  

Level 3 system support shall include:  

(i) Resolving problems escalated from level 2 ;  

(ii)  Upgrade of the GePG application and database ; 

(iii)  Development of new functionalities/modules ; 

(iv) System change implementation ; 

(v) Administration of source codes . 

4.3.6  Training  

Training shall be provided to GePG stakeholders based on level of user 

operation. Training offered to a core and support team will be more technical 

while training for other users will be business based.  

4.3.6.1  Core and Support Technical Team Training  

Training for the core and support technical team shall be based on 

competence needs for GePG operations and growth; the training areas 

include: System Architecture, Software Development, System 

Administration, Database Administration, Operating Systems, Sys tem 

Engineering, Networking, Mobile applications development, Business 

Analysis and Business specific areas to be automated. These trainings will 

be conducted both locally and overseas depending on the type of training 

and availability of expertise and tra ining environment.  

MOFP shall be responsible for training of operational technical support 

team based on the needs and knowledge gap.  



30 
 

(ii)  Recover/install GePG application and/or database (if required);  

(iii)  Retrieve GePG data and database from backup media (if 

required);  

(iv) Restore interconnectivity with other systems;  

(v) Take fresh backup of live GePG before starting of business 

operations  

The disaster management shall be done accor ding to the 

system Disaster Recovery Plan attached as Appendix 10.7  

4.3.8  System Performance  

Performance of the system will be measured through tools, reports, metrics 

and key performance indicators.  

MOFP shall be responsible for producing daily, weekly, monthly  and other 

periodic reports on system performance, system utilization, system 

availability and any other major events happened during the reported period 

to inform GePG management and the Steering committee on assurance of 

system operations.  

4.3.9  System Securit y  

Security and access control policy for GePG shall follow existing MOFP 

financial systems security and access control policies.  

Specifically, GePG system security shall include plans and activities related 

to:  

(i) Access control monitoring, user logs monitoring, assessment of 

system vulnerabilities ;  

(ii)  Periodic audit of the entire GePG system;  

(iii)  Unscheduled audits;  

(iv) Perform other aspects of security to ensure confidentialit y, 

integrity and accountability;  

(v) Periodic security asses sment of inbuilt billing system;  

(vi) Securing interface between SP billing system and GePG.  
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5. RISK MANAGEMENT 

The GePG risk management framework outlines the process for conducting 

�W�K�H���V�\�V�W�H�P�·�V���U�L�V�N���D�V�V�H�V�V�P�H�Q�W���D�Q�G���I�D�F�L�O�L�W�D�W�H���W�K�H���F�R�Q�W�L�Q�X�R�X�V���L�P�S�U�R�Y�H�P�H�Q�W���R�I��

performance in the life time of system.  

The process of managing risk shall be achieved through systematic 

implementation of documented policies and procedures as well as  

enforcement of the existing controls. These will include maintenance of risk 

registers, implementation of risk  monitoring systems and processes .  Risk 

management cycle includes various steps such as establish the context, 

identify, analyse, evaluate, treat, monitor and communicate the risk.  

There are six main el ements of risk management process:  

(a) Identify : Identify a risk (threats or opportunities) and 

document the risks captured by the risk register owner.  

(b) Assess:  The primary goal is to document the net effect of all 

identified threats and opportunities, by assessing: Likelihood of 

risk and its Impact is determined here.  

(c) Plan:  preparation of management responses to mitigate the 

risks.  

(d) Implement:  risk responses are actioned.  

(e)  Monitor and review:  monitor and review the performance of 

the risk management system  and changes to business 

processes.  

(f) Communicate:  provide regular reports to management team 

as well as Audit and Risk Committees.  

GePG system has adopted the Ministry of Finance Risk Management 

Framework which is attached in this operation framework as App endix 

10.3.  This document outlines policy statement, the risk management 

process and sets out the responsibilities of the Committees, the 

Management, and all key players in the GePG operations.  

The MOFP Risk Management Framework (Appendix 10.4) in its Chapter 6 

provides various templates �D�Q�G���I�R�U�P�D�W�V�����V�X�F�K���D�V�����´�5�L�V�N���,�G�H�Q�W�L�I�L�F�D�W�L�R�Q���D�Q�G��
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5.5  MOFP Risk Register  

             The purpose of MOFP risk register is to record the details of all risks that 

have been identified in GePG system along with their analysis and plans 

for how those risks will be treated. It is cre ated through recording daily 

risks as they are identified and through brainstorming sessions of the 

GePG stakeholders according to Treasury Circular No. 12 of 2013.  It also 

drives the other risk processes like Perform Risk Identification, Analysis, 

Monitor  and Control Risks and communications. Risk owners have been 

assigned responsibility for the identified risks in the Risk Register.  

5.6  SPs Risk Register and Reports  

In accordance with the  Treasury Circular No. 12 of 2013 every public 

institution, herein ref erred to Service Providers is required to prepare risk 

management framework based on the issued guideline. All risks associated 

with GePG shall be accommodated to the Service Provider risk management 

framework and its accompanied risk register. The SP shal l provide Risk 

Treatment Quarterly report using format provided in Section 5.3  of this 

framework.  
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6.1  The Scope of Change Management  

Since the GePG Change Management Process deals with the management 

of changes in the production environment, it is imperative that all GePG 

stakeholders understand the events that are considered within the scope of 

the process. In this section, the scope is described and includes areas which 

are both within and outside of the change management process scope.  

The intended scope of the Change Management Proc ess is to cover all the 

�*�H�3�*�·�V�� �I�X�W�X�U�H�� �G�H�Y�H�O�R�S�P�H�Q�W�V���� �D�S�S�O�L�F�D�W�L�R�Q�� �X�S�J�U�D�G�L�Q�J���� �X�S�G�D�W�H�V���� �S�O�D�W�I�R�U�P�V��

installations and configuration. Any stakeholder of GePG can submit the 

following types of issues to the change control system:  

(i) Requests for requirements changes (additions, deletions, 

modifications, deferrals) in modules currently on production or 

under development;  

(ii)  Reports of problems in current GePG production or GePG 

module testing;  

(iii)  Requests for enhancements in current GePG production 

application;  

(iv) Requests for new development projects;  

(v) Request for change of GePG technical team;  

(vi) Request for enhancements of GePG equipment;  

(vii)  Request for enhancement of GePG database;  

(viii)     Request for migration of GePG hosting;  

(ix) Request for upgrading, updating, modification, installation  and 

�F�R�Q�I�L�J�X�U�D�W�L�R�Q���R�I���U�H�O�D�W�H�G���V�R�I�W�Z�D�U�H�·�V�����I�L�O�H�V���R�U���V�H�U�Y�L�F�H�V�� 

(x) Request for change of super user password administration.  

 

There are many IT tasks performed during GePG operations, either by the 

IT staff or by the Service Provider (SP) users that do not fall under the 

policies and procedures of Change Management. Tasks that require an 

�R�S�H�U�D�W�L�R�Q�D�O���S�U�R�F�H�V�V�����E�X�W���D�U�H���R�X�W�V�L�G�H���W�K�H���L�Q�L�W�L�D�O���V�F�R�S�H���R�I���W�K�H���*�H�3�*�·�V���&�K�D�Q�J�H��

Management process includes:  


